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What is the Difference between Digital Security and
Digital Privacy?

How to Protect Your Digital Assets.
How to Protect Your Digital Privacy.
You’ve Been Compromised - Now What?

e
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"Outcomes

Know What is Digital Security and Digital Privacy.

Know Top Actions You Should Take to Protect Your
Digital Assets & Privacy.

Know When Your Digital Security and Digital Privacy
have been Compromised and What to Do.
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What is Digital Security & Privacy?

Digital security and privacy are two significant issues.
Digital security pertains to protecting your digital assets.

Digital privacy has two parts:
* How you protect your digital identity.
* How you protect your digital privacy.
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. Top 5 Actions

Protect Your Digital Assets, ldentity, & Privacy

Use a Password Policy
Protect Your Credit Files
Protect Digital Data in the Cloud

Sl 0 Iy
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What are my Digital Assets?

—
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What is my Digital Identity?

Pro rammeT
eb Developer

Project Manager
Program Manager

shington DC
\Aﬁ gs%%rﬁ%e éts},l CA
Brussels, Belgium

SOCIAL SECURTT),
(i

JOHN DOE
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//
What Threats to My Digital Identity?

Compromised Compromised Compromised
Personal ldentifying Digital Digital Device
Information (PIl) Credentials Identification
Name Driver's license number
ESN
sgN  Home address  Birthplace IP address
Passport number Serial No
Date of Birth Telephone number MAC Address
Credit card numbers  Fingerprints Barcode RFID
Facial Recognition Nickname

Vehicle registration plate number

5/12/2022 Copyright © 2007 - 2022 Carl M. Burnett 8



What are Digital Threats?

Types of Threats Threat Origination Threat Classification
Physical damage Deliberate (STRIDE Model)
Natural events Accidental Spoofing of user identity
Loss of essential services Environmental Tampering
Compromise of information Negligence Repudiation
Technical failures Information disclosure
Compromise of functions (privacy breach or Data leak)

Denial of Service (D.o.S.)
Elevation of privilege

/12/2022 Copyright © 2007 - 2022 Carl M. Burnett
5 pyrig
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FBI Top Cyber Threats for 2020

Ransomware

E-Mail Compromise
Malware/Scareware
Phishing/Spoofing

Credit Card Fraud / Misuse
Data Breach

Denial of Service
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Protect Your Digital Assets in 5 Domains

Device
Activity

Device
Security

Passwords

App
Security

Credit Card
Security

5/12/2022 Copyright © 2007 - 2022 Carl M. Burnett
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How to Protect Your Digital Assets
Passwords

Use a Password Policy
Use a Password Manager

Use a Separate Password for:
Devices
« Online and Offline Accounts

5/12/2022 Copyright © 2007 - 2022 Carl M. Burnett
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How to Protect Your Digital Assets

Password Protection Policy

Asset Value Type of Site Password Strength

Low Social Media 3 Level

Medium Site where you pay for something 6 Level
High Medical Site 8 Level & MFA
Very High Banking 10 Level & MFA

* Develop a password usage policy based on type of asset.
* Never use the same password for your router/computer/email or online accounts.
* Avoid information of commonly known information (friends/family/colleagues).

* Encourage writing down passwords:
e Keep in a safe place
e Password Manager
e Encrypted File

Copyright © 2007 - 2022 Carl M. Burnett 13
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Password Strength Levels
I e e

None 4 (1-UC) 2 (0-9) 2 - |@H#S%N&*()2<>

2 Low 5 (2-UC) 2 (0-9) 2 - |@#S%N&*()?<> 9 No

3 Little 6 (3-UC) 2 (0-9) 2 - |@#S%N&*()?<> 10 No

4 Some 7 (2-UC) 2 (0-9) 2 - |@#S%N&*()?<> 11 No

5 Medium Low 8 (4-UC) 2 (0-9) 2 - |@#S%N&*()?<> 12 No

6 Medium 8 (4-UC) 3 (0-9) 2 - |@H$%N&*()2<> 13 No

7 Medium High 8 (4-UC) 3 (0-9) 3 - 1@#$%N&*()?<> 14 No
| 8 Hign svg 109  1-l@s%er e 6 Yes |
: 9 Very High 4 (2-UC) 2 (0-9) 2 - |@#H$%N&*()2<> 8 Yes :
L 0 _Eemegh _ s@u) e BN Wt W S

5/12/2022 Copyright © 2007 - 2022 Carl M. Burnett 14



~—How to Protect Your Digital Assets

Number & Special Character Sequence Password Use

* Old Telephone Number Reversed Numbers  Special Characters

* Old House Number Addresses Ao | e 1-1
* Graduation Date e ° 2-@
* Other Special Date 93 ° 3-#
e NoSSN ° 4 e 4-%
* No Birthdate 92 °* 5-%
® 6 e 6-NA
wod o 7-&
e 8 o 8-%
e 9 e O. (
e 0 e 0-)

5/12/2022 Copyright © 2007 - 2022 Carl M. Burnett
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~—How to Protect Your Digital Assets

Mnemonic Password Protection Policy

Mnemonic Password

5/12/2022

Slogan

Lyric of Song

Passage

Part of a poem

A Number Sequence.

Replace Lower Case with
Upper Case.

Replace Number with special
character.

I Can’t Believe | Ate The Whole Thing — IcBlaTwT

Imagine there's no countries, It isn't hard to do
— ItNcliHtD

The most beautiful things in the world cannot
be seen or touched — tMbTiTwCbhSoT

You may shoot me with your words, You may cut
me with your eyes — yMsMwYwyMcMwYe

Copyright © 2007 - 2022 Carl M. Burnett 16


https://www.youtube.com/watch?v=VFKifpMtlNs
https://www.youtube.com/watch?v=YkgkThdzX-8
https://www.brainyquote.com/quotes/helen_keller_101301
https://www.youtube.com/watch?v=PgKu3tUPlKo

"~ How to Protect Your Digital Assets

Multi Factor Authentication Protection

s | . ”“"'::;:W' = -
(i @ gAY 1 M. —rrryy

Log in with MYDIGIPASS.COM
Security Token

Smartphone
Security Code — -

...........

Web-based Security
Authorization

Biometric Security

5/12/2022 Copyright © 2007 - 2022 Carl M. Burnett 17



Password Generators & Checkers

Online Password Generators

5/12/2022

Strong Password Generator &
Strong Password Generator - 2 o
LastPass Password Generator o

Strong Random Password Generator

DashLane Password Generator

Random Password Generator

14 Best Password Generators

Online Password Checkers

Kaspersky Lab Password Checker

Dashlane Password Checker

MvyllLogin's Password Strength
Checker

Password Checker Online

RoboForm How Secure Is My
Password

Copyright © 2007 - 2022 Carl M. Burnett 18


https://www.strongpasswordgenerator.com/
https://www.strongpasswordgenerator.org/
https://www.lastpass.com/password-generator
https://passwordsgenerator.net/
https://www.dashlane.com/features/password-generator
https://www.random.org/passwords/
https://digital.com/blog/best-strong-password-generators/
https://password.kaspersky.com/
https://howsecureismypassword.net/
https://www.my1login.com/resources/password-strength-test/
http://password-checker.online-domain-tools.com/
https://www.roboform.com/how-secure-is-my-password

assword Ma agers

PC | ‘,Ji?:Z ne Best Password Ma INdger
T T R
1 — Editor Choice Free / Premium - $5/M / Plus - $10/M
2- Editor Choice Free / Express - $2/m / Advanced - $5/M / Pro $15/M
3 Free / Indiv - $23.88/Y / Family - $47.75 /Y
4 Families (6) - $4/M
5 LastPass 3.0 Premium $2/M
6 Free / $0.9 per user per month
7 Free / 14.99/Y
8 Free / Express - $2/m / Advanced - $5/M / Pro $15/M
9 Personal $2.50/M / Family $5/M
10 Free
11 Free

5/12/2022 Copyright © 2007 - 2022 Carl M. Burnett 19


https://www.dashlane.com/
https://keepersecurity.com/
https://www.roboform.com/
https://www.lastpass.com/
https://www.zoho.com/vault/
https://www.stickypassword.com/
https://www.intuitivepassword.com/
https://keepersecurity.com/
https://my.norton.com/extspa/idsafe
https://www.my1login.com/
https://www.pcmag.com/picks/the-best-password-managers

How to Protect Your Digital Assets
Application Security

Use and Update Antivirus Programs

Update Your Apps Regularly

Online / Cloud Apps
Mobile Apps

Local Resident Apps

5/12/2022 Copyright © 2007 - 2022 Carl M. Burnett 20



How to Protect Your Digital Assets
Device Security

Secure All Devices — Antivirus & App Updates:
Desktop
Laptop Tablet
Smartphone
Smart Watch
loT Devices

Backup Your Data Regularly

5/12/2022 Copyright © 2007 - 2022 Carl M. Burnett 21



How to Protect Your Digital Assets
Device Activity

Monitor Your Computer Activity.
Never open attachments or links in email, IM’s from

unknown people. . ) ‘
Watch out for Social Engineering )// Zj

5/12/2022 Copyright © 2007 - 2022 Carl M. Burnett
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How to Protect Your Digital Assets
Credit Card Security

Use Online CC for all Online Purchases.
Use Offline CC for all Offline Purchases.
Use Single Use CC for big purchases.

Monitor Your Financial Accounts
(Text Alerts)

Receive Free Credit Report Monitoring.
Freezing and Lock Your Credit Files
Free Dark Web Scan

5/12/2022 Copyright © 2007 - 2022 Carl M. Burnett 23



~How to Protect Your Digital Assets
Stopping Robocalls - Text - Phone Scams

Don't answer calls from unknown numbers. If you answer such a call, hang up immediately.
Be aware: Caller ID showing a "local" number does not necessarily mean it is a local caller.
Do not respond to any questions, especially those that can be answered with "Yes."
Never give out personal information:

* account numbers

e Social Security numbers

e mother's maiden names

e Passwords

e other identifying information in response to unexpected calls or if you are at all suspicious.
Inquiry from someone who says they represent a company or a government agency

e Hangup
e Call the phone number on your account statement - in the phone book - Company's or government agency's
website

e Verify the authenticity of the request.

5/12/2022 Copyright © 2007 - 2022 Carl M. Burnett 24



~—How to Protect Your Digital Assets

Stopping Robocalls - Text - Phone Scams

Use a voice mail account password.
Contact your phone company about call blocking tools.
Use robocall-blocking technology
Register your number on the
with the FCC.

5/12/2022 Copyright © 2007 - 2022 Carl M. Burnett
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https://www.donotcall.gov/
https://consumercomplaints.fcc.gov/

——

ow to Protect Your Digital Assets

Robocall Blocker Apps

i0S

Android
e (Call Blocker Free

* Master call blocker
» Safest Call Blocker
e Should | Answer?
e Blacklist Plus

e Truecaller

Call Controls (iOS) ...
Whoscall (iOS) ...
Truecaller (iOS) ...

Avast Call Blocker — Spam
Blocking $$
Mr. Number (iOS)

YouMail $$

5/12/2022 Copyright © 2007 - 2022 Carl M. Burnett 26


https://play.google.com/store/apps/collection/cluster?clp=wgYnCiMKHWNvbS5hbmRyb2lkcm9ja2VyLmNhbGxibG9ja2VyEAEYAxgB:S:ANO1ljJL0Qs&gsr=CirCBicKIwodY29tLmFuZHJvaWRyb2NrZXIuY2FsbGJsb2NrZXIQARgDGAE%3D:S:ANO1ljJNc0U
https://play.google.com/store/apps/details?id=com.netqin.mm&hl=en_US
https://play.google.com/store/apps/details?id=org.mistergroup.muzutozvednout&hl=en
https://www.pcmobitech.com/5-best-free-call-blocker-apps-for-android-smartphone/Attendance%20Roster%2035149.pdf
https://play.google.com/store/apps/details?id=com.truecaller
https://itunes.apple.com/us/app/call-control/id1124167631?mt=8
https://whoscall.com/en-US/
https://www.truecaller.com/
https://blog.avast.com/avasts-new-call-blocker-app-helps-users-avoid-unwanted-calls
https://mrnumber.com/
https://www.youmail.com/

/‘
~How to Protect Your Digitaﬁssets

e-Skimming

al
vt ‘ 6 -
The workf's most loved wary 10 pay and Qet pasd Leam More
" owers

e g5 Pll entered on
Fraudulent Website Link Fraudulent Receiver site

(Spoofed)
or Magecart Code

Hacker collects PII

Hacker purchases PlII
on Dark Web

N

5/12/2022 Copyright © 2007 - 2022 Carl M. Burnett 27

Hacker post PlI
on Dark Web




~ How to Protet

e-Skimming

Apple Pay Shop on well-known, reputable sites.
Use one-time-use money or credit cards.
Paypal Enable two-factor authentication.
Use strong passwords that are unique to the
Simila r mobile payment websites and accounts they unlock. Change
passwords frequently.
1 Activate transaction alerts on all credit cards and
Send 0ne-t|me tOken Of bank accounts for free.
you r cc infO. Consider freezing your credit to prevent the

creation of new accounts.

If you've been notified of such breaches - get a new credit card.
Check your statements weekly for misuse.
File a detailed complaint at the

5/12/2022 Copyright © 2007 - 2022 Carl M. Burnett
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http://www.ic3.gov/

s

How to Protect Your Digital Assets

What digital security measures can | take to protect my digital assets?

1. Use a strong password
(Multi-Factor Authentication)

2. Use a Password Manager

3. Use a separate password for your
devices and accounts.

4. Use and Update Antivirus Programs

5. Update your apps regularly

6. Secure Your Cellphone

7. Secure your laptop/tablet

8. Backup your data regularly

9. Monitor your computer activity.

5/12/2022

10.

11.
12.
13.

14.
15.
16.
17.

Never open attachments or links in

email, IM’s from unknown people.

Watch out for Social Engineering

Use online Credit Card for all online purchases.
Use a offline Credit Card for all offline
purchases.

Monitor your financial account (Text Alerts)
Receive

Copyright © 2007 - 2022 Carl M. Burnett 29


https://www.experian.com/consumer-products/free-credit-report.html
https://www.experian.com/blogs/ask-experian/whats-the-difference-between-freezing-or-locking-my-credit/
https://www.experian.com/consumer-products/free-dark-web-email-scan.html

5/12/2022

Break

Copyright © 2007 - 2022 Carl M. Burnett
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http://www.profburnett.com/

Top 5 Actions
Protect Your Digital Assets, Identity, & Privacy

Use a Password Policy

Monitor Your Credit Files

Backup Your Critical Digital Data (Offline & Cloud)
Use Privacy Controls

Do Not Allow
e 3" Party Cookies
e Clickstream Tracking
e (Geotracking

o ton b

5/12/2022 Copyright © 2007 - 2022 Carl M. Burnett
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Privacy Controls
Facebook TV’s — STB
Twitter e Comcast
Google e Verizon
Microsoft
Apple Cellphone Providers
LinkedIn ° AT&T .
Yahoo e T-Mobile
Amazon * Sprint
W iFi Routers

/12/2022 Copyright © 2007 - 2022 Carl M. Burnett
5 pyrig

e Verizon Email (See Yahoo)

33



Privacy Controls
Facebook TV’s — STB
Twitter e Comcast
Google e Verizon
Microsoft
Apple Cellphone Providers
LinkedIn ° AT&T .
Yahoo e T-Mobile
Amazon * Sprint
W iFi Routers

/12/2022 Copyright © 2007 - 2022 Carl M. Burnett
5 pyrig

e Verizon Email (See Yahoo)

34



e

/‘
e

Facebook Privacy Controls

Advanced Privacy Controls

Posts
Apps
Profile .
https://stalkscan.com/ .

5/12/2022 Copyright © 2007 - 2022 Carl M. Burnett

Timeline and tagging
options

Manage blocking
Customize app privacy

Apps, websites and
Platforms

Apps others use
Ad Settings

35


https://www.techlicious.com/tip/complete-guide-to-facebook-privacy-settings/
https://www.facebook.com/about/privacy/

Twitter Privacy Controls

e Privacy Policy & Data Controls

® Privacy Settings

® Personalization and Data settings
e oPost Article on Twitter Controls

5/12/2022 Copyright © 2007 - 2022 Carl M. Burnett 36


https://blog.twitter.com/en_us/topics/product/2017/Building-new-data-controls-and-updating-our-privacy-policy.html
https://twitter.com/settings/personalization
https://www.groovypost.com/news/protect-privacy-twitter-new-data-controls/

5/12/2022

oogle Privacy Settings

Google Privacy Policies

Security Checkup
Privacy Checkup
My Activity

Data Takeout

PC Magazine Google Privacy

Article

Google

My Account

% GM@E’B

Welcome, Eric Griffith

Control, protect, and secure your account, all in one place

My Account gives you quick access to seftings and tools that let you safequard your data, protect your privacy, and decide how your information can make Google

services work better for you.
ﬂ Sign-in & security > & Personalinfo & privacy >

Control your password and Google Account Manage your visibility settings and the data we use

access 1o personalize your experience.
Signing in to Google Your personal infa

Device activity & security events Contacts

ADDS with sccount access Manage your Google activity

s Settings
Control your content

Security Checkup
Protect your account n just a few
minutes by reviewing your security
settings and activity

Privacy Checkup
Take this quick checkup to review

mportant privacy settings and adjust
them to your preference

GET STARTED

GET STARTED

Find your phone

D Whether you forgot where you left it or
itwas stolen, a few steps may help My Aﬂ"wly

Secure your phone of tablet

created when you use Google services

= Discover and control the data that's
GET STARTED

G0 TO MY ACTIVITY

Copyright © 2007 - 2022 Carl M. Burnett

& Account preferences >

Adjust account settings,like payment methods,
languages, & starage options

Payments

Language & Input Tools

Accessibility

Your Google Drive storage

Delete your account of services

27


https://privacy.google.com/
https://myactivity.google.com/
https://accounts.google.com/signin/v2/identifier?passive=1209600&osid=1&continue=https://takeout.google.com/&followup=https://takeout.google.com/&flowName=GlifWebSignIn&flowEntry=ServiceLogin
https://www.pcmag.com/article/360238/how-to-manage-your-google-privacy-settings

----------------------------------------------------------------------------------------------------------------------------------

 —
Microsoft Privacy Controls

® Privacy at Microsoft

e Privacy Dashboard

5/12/2022 Copyright © 2007 - 2022 Carl M. Burnett 38


https://privacy.microsoft.com/en-US/
https://account.microsoft.com/account/privacy?refd=www.engadget.com&ru=https://account.microsoft.com/privacy?refd%3Dwww.engadget.com&destrt=privacy-dashboard

A N A AN

Apple Privacy Controls

e Apple Privacy Policies

e Manage Your Privacy — By Device
e Touch ID
e Face ID

5/12/2022 Copyright © 2007 - 2022 Carl M. Burnett 39


https://www.apple.com/privacy/
https://www.apple.com/privacy/manage-your-privacy/
https://support.apple.com/en-us/HT204587
https://support.apple.com/en-us/HT208108

e

LinkedIn Privacy Controls

e Linkedln Privacy Settings

* Account

® Privacy

* Ads

* Communications

5/12/2022 Copyright © 2007 - 2022 Carl M. Burnett 40


https://www.linkedin.com/help/linkedin/answer/66?lang=en

e

Yahoo Privacy Controls

® Oath - Verizon
e AOL
e Yahoo
e Tumblr
e MapQuest

e Oath Privacy Controls

5/12/2022 Copyright © 2007 - 2022 Carl M. Burnett 41


https://policies.oath.com/us/en/oath/privacy/controls/index.html

—

Amazon Privacy Controls

e Amazon Privacy Notice

* Your Profile

® Wish Lists

¢ Customer Reviews
® Amazon Prime

5/12/2022 Copyright © 2007 - 2022 Carl M. Burnett 42


https://www.amazon.com/gp/help/customer/display.html?nodeId=468496

/ ° ® °
TV’s — STB Privacy Guidelines

* Disable interactive services
* Limit ad tracking
* Opt out

5/12/2022 Copyright © 2007 - 2022 Carl M. Burnett 43


https://en.wikipedia.org/wiki/Set-top_box

Xfinity YouTube Channel

5/12/2022

- O n O ©

www.youtube.com

< c @ QW a

[€ GoDaddy & Dashboard | HostGato... % Plesk Onyx itiwebcert.... [ ProfBumett.com (Dev) % Web CertLive @ YouTube [Z8 MC Apparel () jQuery Form Admin P,

= EB3Youlube Search Q :
B Library
4D History

&

Change the way you

Sign in to like videos,
comment, and subscribe.

X
BEST OF YOUTUBE
@ Music Xﬂmty ° SUBSCRIBE
103K subscribers
o Sports
e Gaming HOME VIDEOS PLAYLISTS COMMUNITY CHANNELS ABOUT Q
Movies .
O Uploads PLAY ALL = SORTBY
© 1vshows
@ News
@ Live \
O Fushion 216 - 01
DIY or Don't - Xfinity Home The Xfinity Sports Zone Cémo configurar tu servicio #WeLaGente Documentary. DIY or Don't - Xfinity Home Rendezvous - Xfinity xFi App
©  Spotlight (15sec) de Xfinity Prepaid Internet... #HispanicHeritageMonth (30sec) Notifications
1.4K views + 3 weeks ago
124 views + 17 hours ago 3K views + 1 month ago 15K views + 1 month ago 4.4K views + 1 month ago 14K views + 1 month ago
@ 360°video

al N e | e | e
Copyright © 2007 - 2022 Carl M. Burnett
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https://www.youtube.com/channel/UCkd0_tpDvgnBqfhUzM7Q0og

/ ° °
Comcast Customer Privacy Notice

¢ Online Privacy Notice

e PDF
e XFINITY Data Usage Center

5/12/2022 Copyright © 2007 - 2022 Carl M. Burnett 45


https://www.xfinity.com/corporate/customers/policies/customerprivacy
https://cdn.comcast.com/-/media/Images/www_xfinity_com/Corporate/PrivacyPolicyUniLegalStndENG.pdf?rev=19ecf433-a422-4978-ac4a-b7e17ffe8801&la=en
https://dataplan.xfinity.com/

e
e

g

Verizon YouTube Channel

= @Voulube Search Q L
ﬁ Home

$  Trending

i@  Subscriptions

B Library

@ History

Sign in to like videos,

comment, and subscribe. 256K subscribers

HOME VIDEOS PLAYLISTS COMMUNITY CHANNELS ABOUT Q
BEST OF YOUTUBE Be First to Real Time | 5G Ultra Wideband SUGGESTED CHANNELS
@ Music 84,837 views + 5 months ago
@ nec
@ Sports Speed. The faster it goes, the faster we need to make it go. SUBSCRIBE
Until one day, at Verizon, we went beyond speed.
e Gaming With Verizon 5G Ultra Wideband, we are entering the era of real
time. @ Motorola US
O Movies And that will change everything. SUBSCRIBE
O TV Shows https://www.verizon.com/5g
O #ovie
@ News
SUBSCRIBE
@ Live - v

5/12/2022 Copyright © 2007 - 2022 Carl M. Burnett 46


https://www.youtube.com/channel/UCDF1rHyRH8LcxbHX5_mrZ0w

Verizon Privacy Policy

¢ Verizon Privacy Policy

e \/erizon Selects Preference Center

® Fios Privacy Policy (for email See Yahoo)

e \erizon Fios TV Terms of Service

5/12/2022 Copyright © 2007 - 2022 Carl M. Burnett 47


https://www.verizon.com/about/privacy/full-privacy-policy
https://login.verizonwireless.com/vzauth/UI/Login?realm=vzw&goto=https%3A%2F%2Fmyvpostpay.verizonwireless.com%3A443%2Fvzw%2Fsecure%2Fmcm%2FmcmDisplayPreferences.action
https://www.verizon.com/about/privacy/fios-privacy-policy
https://www.verizon.com/about/terms-conditions/verizon-fios-tv

Cellphone Providers Privacy Controls

e AT&T - Privacy Policy / Smart Controls

e T-Mobile — Privacy Statement / Protecting your Privacy
e Verizon — Privacy Dashboard (OATH)

5/12/2022 Copyright © 2007 - 2022 Carl M. Burnett 48


http://about.att.com/sites/privacy_policy/rights_choices
https://www.att.com/shop/wireless/smartcontrols.html
https://www.t-mobile.com/website/privacypolicy.aspx
https://www.t-mobile.com/responsibility/privacy/privacy-choice/protecting-your-privacy
https://www.verizon.com/privacy/your-data

g
WiFi Routers

Change you defaults
e Admin Name:
e Password:

Turn Off Wireless Router Broadcasting
Use MAC Addressing

5/12/2022 Copyright © 2007 - 2022 Carl M. Burnett
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//
Top 5 Actions

Protect Your Digital Assets, ldentity, & Privacy

Sl 0 Iy

Do Not Allow
e 3" Party Cookies
e Clickstream Tracking (Do Not Track)
e Geotracking (Do Not Track)

5/12/2022 Copyright © 2007 - 2022 Carl M. Burnett 50



How to Protect Your Digital Identity & Privacy

What security measures can | take to protect my digital identity?

De-identification Destroy Tracking Cookies
i Implement DO-NOT -TRACK

&
Q S

Anonymous Searching &¢

Do Not Accept
Third-Party Cookies

Eliminate Device
Destroy Click-Stream Data Fingerprinting

@ =

_| Use a Password Polic
- \ y

5/12/2022 Copyright © 2007 - 2022 Carl M. Burnett 51
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Break

Copyright © 2007 - 2022 Carl M. Burnett
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Ransomware Remediation

DO NOT PANIC!
Never Pay Ransom!

Restart Your Computer — Scareware
Ransomware will be cleared.

Follow Virus Protection Remediation Procedures
Find/Determine Corrupted Accounts /Files
Disable Accounts

Delete Accounts / Files

Use System Restore to Restore Accounts from

Backups

Restore Files from Unaffected Offline Backup
Files

Contact the FBI Internet Crime Complaint Center
(IC3)

5/12/2022 Copyright © 2007 - 2022 Carl M. Burnett 54


https://www.ic3.gov/default.aspx

E-Mail Compromise Remediation
« DO NOT PANIC!

* Restart Your Computer
* Change Account Password
* Run Advanced System Repair

Software

e Shutdown Email Account

* Contact anyone since your
account was compromised

e Contact the FBI Internet Crime

Complaint Center (IC3)

5/12/2022
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https://www.ic3.gov/default.aspx

P —

Malware/Scareware Remediation

e DO NOT PANIC!

* Restart Your Computer

* Check Antivirus Software
® Run Antivirus Software for

A WARNING!

YOUR COMPUTER IS INFECTED: M I /S
System Detected (2) Potentially Malicious Viruses: Rootkit. Sirefef.Spy and Trojan.FakeAV- a wa re C a rewa re
Download Your Personal & Financial Information IS NOT SAFE.
To Remove Viruses, Call Tech Support Online Now: . DOW n Io a d a n d R u n
s A
o
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https://malwarebytes-anti-malware.en.softonic.com/download
https://www.ic3.gov/default.aspx

\/’
P —

Phishing/Spoofing Remediation

DO NOT PANIC!

Restart Your Computer

Turn on your Email spam filter / Robocall
App.

Don't click on links or open attachments

in emails/texts if it is from an unknown
sender.

Log in through a separate tab or window.

Pick up the phone - Call or text the sender
and confirm the sent the email/text.
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https://www.ic3.gov/default.aspx

Credlt Card Fraud / Mlsuse Remediation

DO NOT PANIC!
Contact Credit Card Issuer
Get New Credit Card

Freeze / Lock Credit Agency
Files

Freeze / Lock Other Credit
Files
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https://www.ic3.gov/default.aspx

~— How to Protect Your Digital Assets

Credit Freeze

Starting Sept. 21, 2018
Free to place or remove a freeze on your credit report.
or 800-349-9960
or 888-397-3742
or 888-909-8872
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https://www.freeze.equifax.com/Freeze/jsp/SFF_PersonalIDInfo.jsp
https://www.experian.com/freeze/center.html
https://freeze.transunion.com/sf/securityFreeze/landingPage.jsp

—

Other Credits Agencies
InnOV@ I;:leé';:;_/F{‘\‘I\(l)\i\Izv!:,l;;2novis.com/personaI/creditReport

f‘ :h s t ® https://www.chexsystems.com/
ex ys em s 800.428.9623
N'C'T.UIE NATIONAL https://www.nctue.com/
& UTILITIES EXCHANGE 1-866-349-5185
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https://www.innovis.com/
https://www.chexsystems.com/
http://www.nctue.com/
https://www.innovis.com/personal/creditReport
https://www.chexsystems.com/
https://www.nctue.com/

.

__—

Data Breach Remediation

5/12/2022

DO NOT PANIC!

Forty-eight U.S. states, Guam, District of Columbia,
Puerto Rico, and Virgin Islands, have data breach
notification laws.

Mandated to notify customers in the event that
their sensitive information is lost in a data breach.

Pertain to only personal identification data,
including bank account and Social Security numbers

Does not require notification if the data is
encrypted and unusable.

Some companies are required by state law to offer
credit monitoring and remediation services.

DATA BREACH
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https://www.ic3.gov/default.aspx

/

e

'Denial of Service Remediation
DO NOT PANIC!

Business service
mitigation is only remedy.
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https://www.ic3.gov/default.aspx
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-
Review
What is the Difference between Digital Security and
Digital Privacy?
How to Protect Your Digital Assets.
How to Protect Your Digital Privacy.
You’ve Been Compromised - Now What?

—
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